CSEA/SDU-14-001-S

Attachment U

The State of Maryland

Information Technology Non-Visual Access Standards

All following standards should be incorporated to the fullest extent possible for Information Technology.  The Non-visual Access Clause noted in COMAR 21.05.08.05 and referenced in this solicitation is the basis for the following standards that have been incorporated into the regulations.

The purpose of the standards is to: (1) Establish definitions, scope, and construction common to the Department of Budget and Management Statewide management of information technology in nonexempt units of the Executive Branch of State government; and (2) Set forth uniform standards for the procurement of non-visually accessible information technologies and the provision of non-visually accessible information technology services.

Comparison to Federal Standards

As noted in the published regulations, there is a corresponding federal standard(s) to the action, but the actions noted herein are not more restrictive or stringent.

17.06.02 Information Technology Non-Visual Access Standards

Authority: State Finance and Procurement Article Section §§3-410(d) and 3-413, Annotated Code of Maryland

01 Purpose. 

A. The purpose of this chapter is to implement State Finance and Procurement Article, §3A-303(5), Annotated Code of Maryland. 

B. This chapter sets forth uniform non-visual access standards to be used in the procurement of information technology and the provision of information technology services by or on behalf of agencies. 

.02 Scope 

A.  Pursuant to State Finance and Procurement Article, §3A-311(b), a unit is permitted to purchase information technology and provide information technology services that are not non-visually accessible if (i) the information technology is not available with non-visual access because the essential elements of the information technology are visual and non-visual equivalence cannot be developed; or (ii) the cost of modifying the information technology for compatibility with software and hardware for non-visual access would 
increase the price of the procurement by more than 5 percent. However, information technology and information technology services shall be obtained, whenever possible, without modification for compatibility with software and hardware for non-visual access. (*see Note, below) Pursuant to COMAR 21.05.08.05B, the procurement officer must make a determination if the non-visual access clause is not required.

The Department of Information Technology recommends that a solicitation obtain two prices from each bidder/offeror in the procurement of information technology or the provision of information technology services if the information technologies being procured are not compliant with the standards adopted in COMAR 14.33.02. The first price would provide the base costs without modification for compatibility with software and hardware for non-visual access, and the second price would include the costs for modifying the information technologies for compatibility with software and hardware for non-visual access.

Further, the Department of Information Technology recommends that in instances where the procurement officer determines that an exception condition exists, agencies obtain a written statement from the fulfilling vendor, and retain the statement, that either:

1. The information technology is not available with non-visual access because the essential elements of the information technology are visual and non-visual equivalence cannot be developed; or 

2. The cost of modifying the information technology for compatibility with software and hardware for non-visual access would increase the price of the procurement by more than 5 percent.

*Note: Md. Ann. Code, State Fin. & Proc. §3A-311(b)(2), providing that subsection (a)(4) is excepted from the circumstances when the non-visual access clause is not required.

(b) and (c) Incidental to a Contract

As an example, a firm that produces a report for a State agency under a contract would not have to procure accessible computers and word processing software even if they were used exclusively for the contract. However, compliance would be required if such IT products become State property as contract deliverables where the State agency purchased an IT product to be used by the contractor as part of the project. All IT deliverables must be non-visually accessible unless an exception applies.


(d) Installation at State Employee’s Workstation

COMAR 14.33.02 should not be understood to require agencies to install accessibility-related software or an assistive technology device at a State employee’s workstation if the 
State employee is not an individual with a disability. However, such a condition may arise under application of other law not addressed within the scope of COMAR 14.33.02.

(e) and (f) Access to the Public

Agencies that provide access to public documents through an existing Internet site or portal may continue to use the existing Internet site and procedures for access if the Internet site is non-visually accessible. COMAR 14.33.02 should not be understood to:

1. Require agencies to purchase non-visually accessible information technologies for access or use by individuals with disabilities at places other than where the information technologies are usually provided to the public; 

2. Provide non-visually accessible information technologies to the public at places other than where the information technologies are usually provided to the public; or 

3. Waive an obligation of a State agency to provide information or data under other requirements of the law.

.03 Application 

(a) General Applicability

This regulation sets forth the general application of the non-visual access standards. Except for information technologies incidental to a contract, all information technologies, including services that are procured, used, maintained, developed or provided by or on behalf of non-exempt units of the Executive Branch of State government will be non-visually accessible.

(b) Applied to IT Procured or Developed

The regulation clarifies the procurement conditions under which compliance with the non-visual access standards is required. That is, agencies within the scope of these regulations procure information technologies, including services, that are compliant with COMAR 14.33.02 when the technologies are either available in the commercial marketplace or are developed in response to State government solicitation.


(c) Procure Products that Best Meet the Standards

In general, most information technology products will not meet compliance with all of COMAR 14.33.02. That said, agencies should procure products that best meet the standards. It is recommended that the agency procurement officer make a selection decision upon consultation with agency information technology subject matter experts or end-users as needed. However, if a commercially available technology (that is not otherwise accessible) can be made non-visually accessible through modification or the use of assistive or adaptive products without increasing the price of the procurement by more than 5 percent, an Agency must use such modifications or assistive or adaptive products.

(d) Alternative Designs or Technologies

Programmers designing agency information technologies are not limited to the standards promulgated in COMAR 14.33.02, but may select alternative designs or technologies so long as the end result would be State information technologies substantially equivalent or providing even greater access for people with visual disabilities. An Agency may not use an alternate method if the end result is information technologies or services that are less accessible than the technologies or services would be if the standards of COMAR 14.33.02 were followed. These regulations are not designed to foreclose other means of providing non-visual access but to encourage equivalent access. Agencies or others are encouraged to suggest to the Department of Information Technology other standards that will provide equivalent access for review and possible inclusion in future revisions of this subtitle.

.04 Software Applications and Operating Systems in General 


'CFR' means the Code of Federal Regulations.

Software applications and operating systems shall be considered non-visually accessible if the products meet the requirements of 36 CFR  §1194.22, which is incorporated by reference herein.


.05 Web-based Intranet and Internet Information and Applications 


Web-based intranet and internet information and applications shall be considered non-visually accessible if the products meet the requirements of 36 CFR  §1194.22, which is incorporated by reference herein.

.06 Telecommunications and Interconnected Network Equipment and Services
 

(a) Integrated for Visual Information by Non-visual Means

"Telecommunications" means the transmission of information, images, pictures, voice or data by radio, video or other electronic or impulse means. "Interconnected network services" means the support of direct or indirect facilities for telecommunication and computer connections such that telecommunications operate in a reliable and secure manner.

The intent of the regulation is to ensure that State telecommunications and networks used by individuals who are not blind or visually impaired are compatible with, and capable of receiving, recovering and distributing graphics, forms and other visual information by means specified in, non-visual accessibility features of State information technologies.

(b) PDAs and Mobile Phone Systems

"Mobile phone systems" means analog or digital telephonic transmission hardware and software.

The intent of the regulation is to ensure that mobile telecommunications devices and systems deliver text to end-user devices and that the end-user devices convert the delivered text to good quality synthesized speech. Good quality synthesized speech, utilizing either concatenative synthesis or parameterized modeling, includes:

· Accurate spectral voice properties; 

· Reasonable dynamic range; 

· Constant volume; 

· Filtered side-effects of speech (such as pops); and 

· Accurate segmentation and voice definition.

(c) Information Delivery

This provision prohibits products from stripping out non-visual accessibility information or requires the information to be restored at the end point. The provision was written broadly enough to ensure that it will apply to evolving technologies.
http://www.access-board.gov/sec508/guide/1194.23.htm

(d) Mechanically Operated Controls or Keys

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.23.htm#(j). Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

What products are generally covered under this provision?
This provision only applies to products that have mechanically operated controls or keys, such as standard telephone keypads and computer keyboards. It is not intended to apply to touch-screens.

What is meant by 'tactilely discernible'?
Individual keys must be identifiable and distinguishable from adjacent keys by touch. Compliance with this provision can be accomplished by using various shapes, spacing, or tactile markings. The normal desktop computer keyboard, for example, would meet this provision because the tactile marks on the "j" and "f" keys permit a user to locate all other keys tactilely. Many phones also have a raised dot on the number 5 button, enabling them to orient their fingers around the 12 keys. In addition, the physical spacing of the function, "numpad" and cursor keys make them easy to locate by touch.

Because touch is necessary to discern tactile features, this provision requires keyboards to enable touch that does not automatically activate a function based on mere contact. Fortunately most keyboards require some pressure on individual keys in order to enable a keystroke.

However, "capacitance" keyboards would not meet this provision because they react as soon as they are touched and have no raised marks or actual keys. A "membrane" keypad with keys that must be pressed can be made tactilely discernible by separating keys with raised ridges so that individual keys can be distinguished by touch.

What is meant by "status of controls" and why do people need that information?
This provision requires the status of toggle controls, such as the "caps lock" or "scroll lock" keys to be identifiable by either touch or sound, in addition to visual means. For example, adding audio patterns, such as ascending and descending pitch tones that indicate when a control is turned on or off, would alleviate the problem of a person who is blind inadvertently pressing the locking or toggle controls. Also, buttons which remain depressed when activated and switched with distinct positions may meet this provision.


.07 Video and Multimedia Products 
(a) Audio Described Training and Informational Media

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.24.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

What is a multimedia production?
The term "multimedia productions" refers to productions that present information in more than one sensory mode, e.g., both audibly and visually. For instance, streaming video with a soundtrack is a multimedia production. A show broadcast through a radio station is
audio only and therefore not covered by this captioning requirement. However, the procurement of information technology necessary to operate the radio station would be covered under the standard.

What does it mean for a video or multimedia production to "support the agency’s mission?"
Video and multimedia products that "support the agency’s mission" are generally required to be captioned and audio-described. For instance, a training film regarding how agency personnel should determine an applicant’s eligibility for benefits, is a training production that supports the agency’s mission. A video of a retirement celebration, on the other hand, would not be "in support of an agency's mission" and is not covered by these provisions.

Raw videotaped footage recorded by a field investigator to document a safety violation could be considered a film "in support of an agency’s mission". However, it is not a "production" and therefore does not need to be captioned or audio described. On the other hand, if such footage were subsequently incorporated into agency training or an informational presentation, it would have to be captioned and audio described.

When are captioning and audio descriptions required?
Captioning and audio descriptions are only required to be provided when important to understand the audio or visual components of a video or multimedia production. That is, even if a production "supports the agency’s mission," only those audio portions that are necessary for the comprehension of the production’s content need to be captioned.

Ex: A videotaped lecture would need to capture the lecturer’s words in captions if it is intended to be used for future training, but the captions need not also relate that students’ chairs were squeaking or that the door at the back of the room was closing loudly as people exited.

Similarly, only those visual portions that are necessary for the comprehension of the production’s content need to be audio described.

Ex: A videotaped lecture would need to include an audio description of graphics the lecturer draws on a chalkboard to illustrate a point, but would not need to include an audio description of the strictly verbal portion of the lecture.

(b) Audio Descriptions

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.24.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

Does this provision apply differently to audio description than it does to captioning?
Audio description on VHS format videos is permanently encoded and is always "on." CD-ROMs, DVDs, and other digital forms of multimedia can support alternate audio channels for audio description. Using SMIL (Synchronized Multimedia Integration Language) or other emerging technologies, audio description will likely be more easily integrated into digital multimedia presentations in the near future.

Another point bundled in this provision relates to difficulty users have reported with independently enabling audio description. The means of choosing alternate tracks for audio description varies by the medium, but usually involves selection from an on-screen menu. Therefore those menus must be made audible or otherwise readily selectable so that people with visual disabilities can independently gain access to audio descriptions.

.08 Self Contained, Closed Products 
(a) Accessible Without Attachments

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

What are self contained, closed products?
Self contained closed products generally have embedded software and are commonly designed in such a fashion that a user cannot easily attach or install assistive technology. For example, one could attach a screen reader to a computer to meet the standard but one would not be expected to attach a screen reader to a copier machine. A copier machine is an example of a self-contained, closed product. Other examples include, calculators, fax machines, information transaction machines, and information kiosks. Unlike other provisions which allow a product to meet the standards by being compatible with assistive technology, this provision requires self contained, closed products to contain built-in accessibility.

(b) Touch Screens or Contact-Sensitive Controls

Note: The referenced COMAR is:

1. Controls and keys are tactilely discernable without activating the controls or keys; and 

2. The status of all locking or toggle controls or keys is discernible either through touch or sound in addition to being visually discernable. 

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes
to the federal guidelines may have been made in order to comply with Maryland regulations.

(c) Non-Ocular Biometric Identifiers

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

What is an ocular form of user identification or control?
Ocular identification is a biometric control activated only if a particular biological eye feature of the user exists and matches specific criteria. An example includes retinal scans that may become common practice for allowing an individual to gain access to personal data from an information transaction type of machine. Biometric controls provide a high level of security. However, when a system needs to be accessed by a person with a visual disability, a non-biometric alternative should be provided that does not compromise security.

(d) Auditory Output

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

Does this provision apply to "beeps and tones" or to voice signals only?
This provision applies only to voice output. For example, it could apply to a device that is providing voice output for a person who is unable to see a visual display.

What is meant by a standard connector?
People who regularly use information transaction kiosks may plan to carry a portable headset (or other listening coupler) with them. Examples of common plugs on headsets include those that fit 2.5 mm jacks (such as those in most cellular phones) and 3.5 mm plugs (such as those in most portable stereos). There have been problems in the past when manufacturers made proprietary plugs that were flat with multiple pins and were compatible only with their own products.

(e) Volume Controls

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

How was the level of 65 dB determined?
According to the Occupational Safety and Health Administration, and the American Speech, Language, and Hearing Association, 65 dB is the volume level for normal speech. This provision requires that audio output from a kiosk type product have a minimum level of 65 dB. A feature has been required to automatically reset the volume to the default level after every use.

(f) Color Coding in Self Contained, Closed Products

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

How can color coding create accessibility difficulties?
A software program that requires a user to distinguish between otherwise identical red and blue squares for different functions (e.g., printing a document versus saving a file) would pose problems for anyone who is visually disabled and would generally be very difficult to run with assistive technology. Screen reading software can announce color changes. However, this is an "on/off" feature. This means that if a user had to identify a specific color, they would have to have all colors announce which would greatly reduce the usability of the software for that person.

Does the provision prohibit the use of colors?
No. This provision does not prohibit the use of color to enhance identification of important features. It does, however, require that some other method of identification, such as text labels, be combined with the use of color.

(g) Color Contrast Levels in Self Contained, Closed Products

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.25.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

Do all products have to provide color selections?
No. This provision is applied to those products that already allow a user to adjust screen colors.

What is the desired outcome of this requirement?
This provision requires more than just providing color choices. The available choices must also allow for different levels of contrast. Many people experience a high degree of sensitivity to bright displays. People with this condition cannot focus on a bright screen for long because they will soon be unable to distinguish individual letters. An overly bright background causes a visual "white-out". To alleviate this problem, the user must be able to select a softer background and appropriate foreground colors. On the other
hand, many people with low vision can work most efficiently when the screen is set with very sharp contrast settings. Because there is such a variance in individual needs it is necessary for a program to have a variety of color and contrast settings.

(h) Screen Flicker Frequency in Self Contained, Closed Products

Why are flashing or blinking displays limited by this provision? The 2 Hz limit was chosen to be consistent with proposed revisions to the ADA Accessibility Guidelines which, in turn, are being harmonized with the International Code Council (ICC)/ANSI A117 standard, "Accessible and Usable Buildings and Facilities", ICC/ANSI A117.1-1998 which references a 2 Hz limit. An upper limit was identified at 55 Hz.

.09 Desktop and Portable Computers 

(a) PC Controls and Keys

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.26.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

Note: The referenced COMAR is:

1. Controls and keys are tactilely discernable without activating the controls or keys; and 

2. The status of all locking or toggle controls or keys is discernible either through touch or sound in addition to being visually discernable. 


(b) PC Touch Screens or Touch-Operated Controls

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.26.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

Note: The referenced COMAR is:

1. Controls and keys are tactilely discernable without activating the controls or keys; and 

2. The status of all locking or toggle controls or keys is discernible either through touch or sound in addition to being visually discernable. 



(c) PC Biometric Identifiers

This guidance has been excerpted from federal implementation guidelines for Section 508 Standards. http://www.access-board.gov/sec508/guide/1194.26.htm. Minor changes to the federal guidelines may have been made in order to comply with Maryland regulations.

What is an ocular form of user identification or control?
Ocular identification is a biometric control activated only if a particular biological eye feature of the user exists and matches specific criteria. An example includes retinal scans that may become common practice for allowing an individual to gain access to personal data from an information transaction type of machine. Biometric controls provide a high level of security. However, when a system needs to be accessed by a person with a visual disability, a non-biometric alternative should be provided that does not compromise security.

.10 Functional Performance Criteria 
(a) Alternative Operational Support

The intent of the regulation is to ensure non-visual accessibility of State information technologies and information technology services to end-users of the technologies. Adherence to the regulation is accomplished through compliance with technical standards found in COMAR 14.33.02.04 - .09.

An information technology must provide at least one mode of operation and information retrieval that does not require the use of sight. If the information technology does not provide at least one mode of operation and information retrieval that does not require the use of sight, then the agency must provide to the visually disabled the means to access or acquire assistive technology for State-related activities.

(b) Alternative Functional Support

The intent of the regulation is to ensure accessibility of State information technologies and information technology services to visually impaired end-users of the technologies. Adherence to the regulation is accomplished through compliance with technical standards found in COMAR 14.33.02.04 - .09.

An information technology must provide at least one mode of operation and information retrieval via audio or enlarged print output that does not require visual capabilities more than a tested 20/70 acuity. If the information technology does not provide at least one mode of operation and information retrieval via audio or enlarged print output that does not require the use of visual acuity of a tested 20/70 result, then the agency must provide to the visually impaired the means to access or acquire assistive technology for State-related activities.

.11 Information, Documentation, and Support 
(a) Product Support Documents in Non-visually Accessible Format

The intent of the regulation is to ensure that if an end-user requests information technology product support documentation, such as a user instruction paper or manual, a State agency will provide one copy of the documentation in a non-visually accessible alternate format at no charge to the requestor.

Documentation guidance
Users with visual disabilities require access to information in text formats. PDF (Portable Document Format) is a graphical representation of a document that may be made accessible. 
· 1. Check that there is documentation on the accessibility features.
· 2.  Ensure that documentation is available in a readily accessible format (text or
·      HTML) or, if in PDF, can be made non-visually accessible.
(b) Product Features in Non-visually Accessible Format

The intent of the regulation is to ensure that if an end-user requests a description of an information technology’s accessibility and compatibility features, a State agency will provide one copy of the descriptions in a non-visually accessible alternate format or alternate method at no charge to the requestor. An example of an alternate method is a verbal communication of the description to the requestor.

(c) Product Support Services

The intent of the regulation is to ensure that end-users with disabilities have access to support services, for information technology products within the scope of the regulation, that meet their interaction and data transmission requirements. Support services for such products include State help desk and vendor repair and instruction services.

.12 Compliance Certification 
Each Executive Branch agency is required to submit an information technology plan to the Department of Information Technology. State Fin. & Proc. §3A-305(a)(2) The Department distributes to State agencies the guidelines and instructions for preparing and submitting the plan (Agency Information Technology Master Plan) annually.

Following adoption of the regulation, the Agency Information Technology Master Plan Guidelines and Instructions manual will include a compliance certification to satisfy the requirement of the regulation. In instances where the procurement of information 
technologies or the provision of information technology services by or on behalf of the State government unit has been proposed in the Agency Information Technology Master Plan and a corresponding annual budget request, but funding has not yet been approved and the technologies have not yet been procured or provided, a unit of State government is not required to certify that the information technologies are non-visually accessible.

Pursuant to State Fin. & Proc. §3A-307, the Secretary of Information Technology may review any information technology project for consistency with the statewide master information technology plan; any information technology project selected for review may not be implemented without the approval of the Secretary of Information Technology.

Agency Heads may want to ensure that compliance with policy, standards and procedures for information technologies is reported to them periodically. It is recommended that agencies prepare an Executive Summary: IT Policy Matrix on a semi-annual basis for internal use. Note: The Department of Information Technology does not oversee this agency-level internal reporting.
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